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Public Agenda Item #2c

Presentation, Discussion and Consideration of
Audit Committee Agenda Items:

Internal Audit Administrative I[tems

August 16, 2016

Tony Chavez, Director, Internal Audit Division



ERS

Risk Assessment and Proposed FY2017 Audit Plan

Tony Chavez, Director, Internal Audit Division
Jonathan Puckett, Internal Auditor
Beth Gilbert, Internal Auditor



Risk Assessment & proposed FY2017
Audit Plan

Identify Risks
A risk-based Measure Risks
audit plan must ]
be established Prioritize Risks
(Gov. Code Chapter 2102) l

Select and Develop Proposed
Audit Plan
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Previously three core business functions
with IT audit units embedded

Information Technology now a stand-alone
core business function

Development of specific IT risk criteria

Adoption of Texas Cybersecurity
Framework

Coordinated with input from CIO



Audit Universe Revisions
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Information Systems

Securi

Identify Risks

Protect Critical Infrastructure

Detect Cybersecurity Events

Respond To Detected Cybersecurity Events
Recover Impaired Critical Infrastructure Services

Administration
Asset Management
Governance

Project Management

Operations
Benefit Administration
BI Data Warehouse
ERS Online - Benefits Administration
ERS Online - Pension
Interactive Voice Recognition (IVR)
PeopleSoft Investments
Change & Configuration Management
Applications
Databases
Infrastructure
Financial Administration
ERS Online - Payroll
PeopleSoft Financials
Time Management System
Operations Administration
Complaint and Issue Tracking
ERS Public Website
PeopleSoft Human Resources
Service Desk (Help)
Service Request Management and Tracking
Vendor Support
Problem Management
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Proposed FY 2017 Internal Audit Plan EI{\}S

Operations
Group Benefits
Retirement

Information Systems

Investments
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Ethics
Procurement Cards
Financial Opinion Audit

Contract Management — HealthSelect

Revenue-Processing State Agency Contribution
Standard Retirements
Pension Actuary

Privacy Incident Response

Incentive Compensation

Investment Governance

Investment Compliance Procedures Review
Quarterly Investment Compliance Procedures
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Auditor Independence

Tony Chavez, Director, Internal Audit Division



Internal Audit Independence EBS

Internal Audit is free from interference by any element of the organization
E including matters of audit selection, scope, procedures, frequency, timing, or
report content.

Internal Audit has not implemented internal controls, developed procedures,
E installed systems, prepared records, or engaged in any other activity that may
impair its judgment.

Internal Audit staff affirmed they are free from personal or external
E impairments that would impact auditor opinions, conclusions, and
recommendations.
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