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Dear Security Administrator:

You have been identified as the Security Administrator who will manage the ERS OnLine User IDs needed for
your agency. This role serves as the single point of contact for new User IDs, managing those User IDs at the
agency level and assigning access to appropriate employees whose roles require them to view/update other
employees’ records.

This document contains information vital to using the ERS OnLine system. You will need to assign User IDs to
appropriate staff so they are able to assist employees and process employee updates. This role is the “Benefits
Coordinator”.

There are two role types for the Benefits Coordinators:
User IDs beginning with “BC” have both inquiry and update access;
User IDs beginning with “BCINQ” have inquiry only access.
Due to the difference in access, it is important to assign the appropriate User ID to the appropriate person.

Your Security Administrator access allows you to reset passwords for Benefits Coordinator User IDs. However,
in the event an account becomes locked, you are required to submit an account unlock request via email to the
Business Integration Team (BIT). Please make sure to include the BC User ID in your request. BIT will not
accept any requests from a person that is not a Security Administrator and will direct them to contact their
Security Administrator for assistance.

You are NOT authorized to change or reset individual member (employee) passwords. If a member (employee)
needs to have their password reset, the member (employee) can do so through ERS OnL.ine or by contacting the
ERS Contact Center at 1-877-275-4377.

As a security requirement, all passwords will expire after 90 days. The password must be a minimum of 9
characters and contain three of the following four:

e Upper Case

e Lower Case

e Number

e Special Character

It is imperative you, as Security Administrator, and the Benefits Coordinators keep your User IDs and passwords
confidential. When a Benefits Coordinator or Security Administrator leaves the agency, you will need to notify
BIT.

If you find that you need additional User IDs, please complete the Benefit Coordinator template and send the
request to BIT at BIT@ers.state.tx.us.
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GENERAL INFORMATON

e Enrollments and changes effective 9/1/2001 and later will no longer be entered into the IEBS
system.

e ERS OnLine is the enrollment management system for all enrollments and changes beginning
9/1/2001.

e ERS OnLine requires no special equipment. It is accessed through an Internet browser.

e Because this new system is accessible to everyone, ERS will no longer accept multi-purpose
forms for data entry. Each agency will be responsible for entering enroliments and changes to
the system.

e Please complete a Security Administration Contact Information Sheet if you have not done so
already. Completed forms can be scanned and emailed to ERS at BIT @ers.state.tx.us. This will
confirm the Security Administrator for your agency for managing ERS OnL.ine access. Also,
please make sure to send an updated version of this contact form if there are any changes to the
Security Administrator position.

e The Security Administrator should carefully read the enclosed recommended procedures.

e Any questions should be directed to BIT by email at BIT@ers.state.tx.us.

RECOMMENDED SECURITY PROCEDURES FOR ERS OnL.ine

e Assign a backup Security Administrator to act in your absence to avoid delay in maintenance of
User IDs.

e Require Benefits Coordinators to sign a confidentiality agreement.

e Provide procedures to Benefits Coordinators in writing, in keeping with your agency security
standards.

e Maintain an independent record of User IDs, assignments and password changes.

e When a Benefits Coordinator leaves the agency, change the password for their assigned User ID
immediately, and notify ERS at BIT@ers.state.tx.us

o Notify the BITif there is a change in the Security Administrator position.

e Remind employees of standard password and User ID protection (no names, no date of birth, no
post-it notes, etc.).
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Using ERS OnL.ine

1. Signon to ERS OnLine with a Security Administrator User 1D and password.
3 ERS OnLine Sign-in A - Microsoft Internet Explorer = |

File Edit ‘Wiew Favorites Tools  Help |
dBack » = - at | @ search  [GlFavorites 0Media 4 | By S -

.C\gdressI@https:,l',l'wwwz.ers.state.tx.us,l'psp,l'bprd,l'?crnd=login j ('{)Go Links **
@ ERS OnLine Benefits Enrollment

ERS OnlLine is a secure environment where your persanal account data is encrypted when sent to your
browser for display; standard graphics and text are not encrypted. Depending on your browser settings, you
may see messages about secure and unsecure data when using ERS OnLine.

If you wish to change your browser security settings to prevent these messages, you can generally use
"Tools/Options" in your broweser toolbar. For more details, check the "Help” feature in your browser toolbar.

To sign in, please enter your User ID and Password. Your user D is your S3N with no dashes.

User ID: |
Password: I

Meed a new password?

Eequire assistance? Try the following tutorials:

@ Done l_ l_ E | mkernet

2. Click on the “People Tools” link.

7} Employee-facing registry content - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

dBack » = - at | @ search  [GlFavorites 0Media 4 | By S =

<%

Personalize Content | Lavout

Menu =
[* PeapleTaonls

Home

@ l_ l_ E | mkernet
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3. Click on the “Security” link.

Z3 Employee-facing registry content - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help |

FBack - = - @ it | @Search [G&] Favorites @Media @ | I%- = =

Address IE https: ) sz, ers, stake, b, usfpsp/bprd/EMPLOYEE fHRMS  hi7tab=0EFALLT

Home
Personalize Content | Layout

~* PeopleTonls
[ Security

@ - [ 1B [ mtemet

4. Click on “ERS User Profiles” link.

3 Employee-facing registry content - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help |

d=Back - = - (2 2 | Qsearch [GFavorites Ehmeda (B | B S =

Address I@ https: /w2, ers, state, b usfpsp/bprd/EMPLOYEE fHRMS hy?tab=CEFALLT

Horme

Personalize Content | Lavout

<~ PeopleTonls

= Security
ERS User Profiles

@ l_ l_ E |4 mkernet

Security Admin Info Packet v5.1 Page 4 of 6 5/23/2016



5. Type the User ID in the blank box and click “Search”.

ERS User Profiles - Microsoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

FBack - = - @ it | @Search [G&] Favorites @Media @ | I%- = =
Address IE htt,

vz, ers, stake, b, usfpspbprd (EMPLOYEE HRMS | CfMAINTAIN_SECURITY AEA_USERMAINT, GEL

Home

<~ PeopleTools | Help

7 Security

ERS User Profiles
Enter any information you have and click Search. Leave fields hlank for a list of all wvalues.

/ Find an Existing Value

Search by: User ID begins with||

Search I Advanced Search

l | ©
|&] pone l_ l_ E | mkernet

6. Click on the User ID that you want to modify.

23 ERS User Profiles - Microsoft Internet Explorer

File | Edit Wiew Favorites Tools  Help |

d=Back - = - (2 2 | Qsearch [GFavorites Ehmeda (B | B S =

Address I@ https: /w2, ers, state, b usfpsp/bprd/EMPLOYEE fHRIMS o /MAINTAIN_SECURITY. XBA_USERMAINT.GEL

Home

Sign ou
7 PeopleTools | Help

=7 Security
ERS User Profiles
Enter any infarmation you have and click Search. Leave fields blank for a list of all values.

/ Find an Existing Value |

Search by: UserID begins with[sec0730

Search I Advanced Search

Search Results

[4] 1zefz [}]
User ID Description

SECOT30 07320000000 Security
SECO7IOTESTTEST Userid Janet Breedlove

. | H
@ l_ l_ E |4 mkernet
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7. Type in the new password in the two boxes labeled “Password” and “Confirm Password”. Please remember,
the security requirement for all passwords. It must be a minimum of 9 characters and must contain at least 3
of the following: upper case, lower case, number, special character. Additionally, you may not use any of

your last 6 passwords and your User ID cannot be part of your password. If a password does not meet these
requirements, the system will not accept it.
/2 ERS User Profiles - Microsoft Internet Explorer

Fil Edit Wiew Favorites Tools Help

Back ~ = - () i | Q) Search  [GelFavorites 0 Media ¢4 | Eh\- S =l

Address I@ https: /w2, ers, state, b usfpsp/bprd/EMPLOYEE fHRIMS o /MATNTAIN_SECURITY.XBA_USERMAINT.GEL

= PeopleTools | { General 4

= Security

= ERS User Profiles User ID: SECO730TEST

Description: TEST Userid Janet Breedlove

|
Password: I

)

|

Confirm Password:

i

& save Z} Return to Search) += Hewtin List | |+ Previous in List)

2l

|
& [ [ [ [ mternet

8. Click the “Save” button near the bottom of the screen when you have entered the new passwords in both
places. The password has now been changed. You may now sign out by clicking on the “Sign Out” link or
search for another operator by clicking “Return to Search” button.

Please contact the Business Integration Team (BIT) by email at BIT @ers.state.tx.us
if you need any assistance.
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